AT «lOHEKC BAHK»

HopaTtok 1.3

Zo lMy6niyHoi npono3uuii AT «lOHEKC BAHK» Ha yknagaHHs JOroBopy KOMIMIEKCHOIO

06CnyroByBaHHs 6i3HEC-KJTIEHTIB - HEPE3UAEHTIB

HopaTtok 3 o [loroeBopy Ha npuegHaHHsa Ao My6niuyHoi npono3uuii 3a

TapugHuM naketoMm «___» N°___ Big __ 20_p.

IHCTPYKLLIAA PO NOPAAOK 3ABE3MEYEHHSA 3AXUCTY KJ1I0YOBOI IHOOPMALLIT
INSTRUCTIONS ON THE PROTECTION OF KEY INFORMATION

1. MepcoHanbHWi kntod EM Ta naponb 4OCTyNy A0 HBOTO € HanbinbL
KPUTUYHUMM AaHUMU 3 TOUYKM 30py 6e3neyHoi poboTn KopuctyBaya
B CUCTEMI.

MepcoHanbHi kntoydi EM MoxyTb 36epiratncst Ha pyxoMoMmy Hocii
iHpopmauii  (aucketi, DVD/CD-gucky,  USB-HakonudyBauy).
36epiraHHa (Y T.4. TMMYacoBe) MepcoHanbHUX Kitodie EM Ha
YKOPCTKOMY AMCKY KOMM'toTepa He NpunycTumMo.

2. Hociit kntovoBoi iHdopmaLii (pyxoMuit Hocili iHpopmaLii, Lwo
MiCTWTb Kntod EM) noBUHEH 36epiratucs nig 0Co6UCTUM KOHTPOIEM
Moro BfRacHuka - KopucTyBaya Cuctemu, AKuin 3abesnedye
YHEMOXUJIMBEHHS AOCTYMY AO HbOro iHWWX oci6. MNepesaBaHHSA
Hocisl  KntoYyoBOl iHdopMauii Ta/abo pO3rofioLeHHs MNaporsito
JOCTyny A0 nepcoHanbHoro ktoya Er iHwmM ocobam, y ToMmy yucni
cniBpo6iTHMKaM baHKy 3a60pOHEHO.

3. Hocin kntoyoBoi iHpOpMaLii NOBMHEH BWKOPUCTOBYBATUCH
TinbkKM Nig yac po6oTu B cuctemi. He gonyctumo 3anuiaTu HOcii
K/oYoBOI  iHbopmauii  nMpuegHaHUM 4O MepCOHasbHOro
KOMM'loTepa, Konu poboTa B CUCTEMi Mpu3ynMHeHa abo He
NpoBOAMUTbLCA.

Ons nepcoHanbHux kntodiB EM, wo 36epiratoTbcss Ha pyxomMomy
Hocil, 060B'sI3KOBE BUKOPUCTaHHA SMS-ayTeHTudikauii
(honaTkoBMIt Maposb AN BXOAY B CUCTEMY, LLO HaAXOAWTb 3a
Zfornomoroto SMS-noBiaoMNeHHs)..

4. TepMiH Aii nepcoHanbHoro kntova EN BusHavaeTbca baHkoMm
CaMOCTIMHO Ta 3a3HayvaeTbcs B [JopaTtky 2 no [orosopy. Y pasi
He3JiNCHEHHA CBOEYacHOI 3MiHU NepcoHanbHoro kntoyva ENM goctyn
KopucTyBaya A0 cucTeMu 6yfe 3abnokoBaHo. KopucTyBay Mae
npaBo CaMOCTIiNHO BUKOHYBaTH nosansaHoBy 3MiHy
nepcoHanbHoro ktoya El. MNicna akTueaLii HOBOro NnepcoHanbHoOro
kntoya EMN B Cuctemi abo y pasi BigkntoueHHs Big Cuctemu
KOPUCTYBay MOBUHEH 3HULLUUTU HeakTyanbHWWA Kntou ElM, wo
MICTUTbCSA Ha HOCIT KNTo4YoBOI iHhopMaLii.

5. MNaponb pgocTyny Ao nepcoHanbHoro kntoya ElN He noBuHeH
36epiraTucb Yy BiAKpUTOMY BuUrnsgi (Hanpuknag, sanucaHuM Ha
narnepoBOMY HOCII TOL0) Ta BUKOPUCTOBYBATUCH AJIA LOCTYNy A0
iHWKX cucTeM Ta ceps.iciB. [lepcoHanbHa BignoBiganbHICTb 3a
36epeXXeHHA Naposito AOCTYny A0 mnepcoHanbHoro kntoya EM Ta
3axUCT Hocis KYoBOI iHdopMaLii Bif, BMKOPUCTAHHS iHLIOK
0C06010 NOK/IafaeThCA Ha KOpUCTyBaya.

6. KopucTtyBau 3060B'fi3aHWiA He piflle OAHOro pasy Ha MicsAub
3MiHIOBaTW MNapofib AOCTYyNy AO nepcoHanbHoro kntova EM, wo
NOBWHEH MICTUTM LLOHaWMeHLLE 6 CUMBONIB Ta ckiagaTtucs 3 undp,
niTep BEpPXHbOro Ta HWXXHbOrO PericTpiB, cnewianbHUX CUMBONIB.
Mpwv BMGOPI Naponto He JOMNYCKAeTbCA BUKOPUCTaAHHSA KOMGiHaUIR,
WO nerko BragytoTbCs, Hanpuknag, iMeH, AaT HapofXKeHHS,
TenedoHHUX HOMEPIB TOLLO.

7. HeobxigHo 3a6e3neynTn O6OB'A3KOBY  HasIBHICTb  Ha
nepcoHasbHOMYy KOMM'OTepi, 3 AKOro 3AiACHIOETbCA [OCTYN [0
CMCTEMMU, HAaCTYMHOro NPOrpaMHOro 3abe3neyeHHs:

7.1. niueHsiNHOro aHTUBIPYCHOrO MPOrpaMHOro 3abesneyeHHs.
Basa gaHux BipyCHWX CUrHaTyp NOBMHHA OHOBASATUCH LLOAEHHO;
7.2. NiUEH3INHOrO aHTULLIMUIYHCbKOrO NPOrpamMHoro 3a6esneyeHHs
(Antispyware);

7.3. MepexeBoro ekpaHy (Firewall, 6paHamaepy), AKUA NMOBUHEH
6yTVU HaNaWTOBaHUIM TaKUM YUMHOM, LLLOG MaKCUManbHO O6MEXUTH
BUXiZHWI Ta BXiZAHWI MepexeBui Tpadik.

AHTUBIpYCHe Ta aHTWLINWUIYHCbKe MporpamMHe 3abesneyeHHs
NoBMHHe 6YyTW HanawToBaHe AJsi MOHITOPWHIY BCiX nogin Ta
nepioanYHOro ckaHyBaHHsl iHdopMmauii, Wwo 36epiraeTbcs Ha
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1. Personal ES key signature and access password to it are the
most critical data in terms of the safety of the user in the
System.

Personal ES keys can be stored on a mobile information media
(floppy, DVD / CD-ROM, USB-drives). Storage (including
temporary) personal ES keys on the hard disk is not
acceptable.

2. Key information carrier (mobile information carrier that
contains the ES key) should be kept under the personal
supervision of the owner - user of the System who must
prevent the access to it of other persons. Transferring of the
key information carrier and/or disclosure access password to
ES key to other persons, including employees of the Bank is
prohibited.

3. Key information carrier shall be applied only during the work
in the System. It is not allowed to leave the key information
carrier attached to a personal computer when the work in the
System is suspended.

For personal ES keys that are stored on a mobile carrier it is
obligatory to use SMS authentication (additional password for
logging in the System, entering via SMS).

4. Validity duration of personal ES key shall be determined by
the Bank and specified in Exhibition 2 to the Agreement. In
case of failure to timely change personal ES key user access
to the system will be blocked. The user has the right
independently to perform unscheduled change of personal ES
key. After activating of the new personal ES key in the System
or in case of disconnection from the System user must
destroy outdated ES key kept on the key information carrier.

5. Access password to the personal ES key shall not be stored
inunclosed view (for example, written on paper, etc.) and used
to access to other systems and services. Personal
responsibility for maintaining access password to the
personal ES key and protection of key information carrier from
the use of other persons is conferred on the user.

6. User must at least once a month to change the access
password to personal ES key digital signature, which must
contain at least 6 characters and be consisted of numbers,
upper and lower case letters, special characters. At choosing
a password is not allowed to use combinations that are easily
guessed, such as names, birth dates, phone numbers etc.

7. The computer connected to the System must be obligatory
equipped with the following software:

7.1. licensed antivirus software. The database of virus
signatures must be daily updated;

7.2. licensed antispy software (Antispyware);

7.3. network screen (Firewall, Brandmayer), which should be
set so as to maximally restrict the incoming and outgoing
network traffic.

Antivirus and antispy software should be configured in such a
way as to monitor all events and periodically to scan the
information stored on the hard disk of the personal computer,
from which the access to the System is done.
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XXOPCTKOMY  OUCKY nNepCOoHasbHOro AKOro

3[iIMCHIOETbCA AOCTYMN A0 CUCTEMM.

Komn'toTepa, 3

8. 3a60pOHAETbCA BCTAHOB/OBATU Ha MepCOHanbHUiA KOMM'tOTep, 3

AKOro  3AiNCHIOETbCS  AOCTYN A0  CUCTEMM, NporpamHe
3abesneyeHHss 3 HeHadinHux mxkepen (Ny6niyHi  GiGnioTeku
nporpamMHoro  3abesneyeHHs, nporpamMM B  €NIeKTPOHHUX

MoBiJOM/IEHHAX TOLO). He peKoMeHAYyeTbCs BMKOPUCTOBYBATW
nepcoHasibHUA KOMM'OTEP, 3 SIKOrO 3JiINCHIOETbCA [OCTYN [0
cucCTeMM, ANsi AOCTYNy AO HEHagiHuX (He3HaloMuX) iHTEpHeT-
pecypciB.

9. 1ns noTo4YHOI po60TU B CUCTEMi 3a6OPOHSIETHCA BUKOPUCTAHHSA
06/1iKOBOr0 3anucy KopucTyBaya 3 npaBammu «AgMiHicTpaTop».

10. Mig, yac NiaKArOYeHHSA no Be6-canty BbaHka
(https://ibank.unexbank.ua) kopucTyBauy Heo6xifHO NEpeKoHaTUCS
y KOPeKTHil aBTeHTudiKaLii Be6-caiTy cuctemu nig yac SSL-ceci.
KopucTtyBauy 3ab6OpOHSIETbCS 3fiCHIOBATM AOCTYM A0 CUCTEMMU
yepes NocunaHHs, oTpUMaHi 3acobamMm eneKkTPoHHOI NowTH, abo 3
HEKOHTPOIbOBaHMX Ta HEHaAiMHMX po6ounx Micupb (iHTepHeT-Kade,
rotesi, odicu iHLWKMX opraHisauiin ToLo).

11. 3 MeTol0 BCTaHOBJIEHHA O6MexeHHs1 nepeniky IP-agpecis
Ta/abo IP-nigMepex, 3 AKMX MOXI/IMBE MiAKJIFOYEHHSI O CUCTEMMU,

KnieHT MoXe 3BepHyTUCA A0 BaHKy WAsSXoM nofjaHHA NMCbMOBOI

3asBM NPO BCTAHOBMEHHS 3a3HaYeHOro O6MeXeHHs 3a MiANMCcoMm
YNOBHOBaXeHUX oci6 Ta Big6UTKOM neuyaTkM KnieHta (3a
HasABHOCTI).

12. fKWO HanawTyBaHHA MEepPCOHaNbHOro KOMM'IOTEPa, 3 SIKOro
3LINCHIOETbCA [JOCTYN [O CWUCTEeMM, 3JiNCHI0E iHWa ocoba,
HeobXiHO 3abe3MeYnTn KOHTPOJb 3a BCiMa fisiMM Takol ocobu Ha
nepcoHanbHOMY KOMM'tOTEPi.

13. 3 MeTol 3aBOfIOAIHHA npuBaTHUMKU AaHuMu  KnieHTa
(nepcoHanbHuit kntoy EM Ta naponb JOCTYyMy A0 HbOro) Ans ix
noAanbLIoro He3aKOHHOro BUKOPUCTaHHS 3/I0BMUCHUKM
3[iNCHIOTb GilLMHIOBI a60 XaKepCbKi aTakM.

OCHOBHI MeTOAM 3aBOJIOAIHHSA K/HOYOBOHO iHopMaLlieto:

— poscunanHs KnieHTy nigpo6bneHnx eneKTPOHHUX INCTIB Ta agpec
iHTepHeT-calTiB, WO MacKytoTbecA Nif 6aHKIiBCbKi, 3 npono3uuieto
HagaTu iHdopMmauilo WoAo npuBaTHMX AaHux KnieHta/ 1oro
YNOBHOBAXeHWX 0Ci6 HayebTO AN1a 3BipKY;

— PO3MNOBCHIXKEHHSA Yepes efIeKTPOHHI NNCTU abo iHTepHeT-canTyh
NporpamMHoro 3abeanevyeHHs i3 3TOBMUCHUM KOAOM (NMporpamMHUM
BipycoM) Ansi 3aBOJIOAIHHSA MPUBATHUMWU AaHUMKU KnieHTa/ #oro
YNOBHOBAXEHUX 0OCib;

— HecaHKUioHOBaHe AucTaHUiiHe ynpaBfiHHA MNepCoHafbHUM
KoMn'toTepoM KnieHTa Wwnaxom BigaaneHoro ocTyny.

Mpu BMKOHaHHI KnieHToM 3anponoHoBaHuX Ai abo npy BUKOHAHHI
CTaHAapTHUX Ain Bxody A0 CUCTEMU MNporpamMHUi BipyC KOMitoe
nepcoHanbHun kntod EMNM Ta naponb AOCTyny A0 HbOrO, Ta nepenae
Lo iHbopMmaLito 310BMUCHMKAM.

Llo6 3ano6irtu HecaHKUiOHOBaHWA [OCTYNn Ta 3aBOJSIOLIHHSA
KJII0YOBOO iHhopMaLieto HeobxigHO 3HaTH, Wo baHk He 3ailicHioe
pPO3CUNIKY  €NIeKTPOHHUX  JIMCTIB 3  BUMOIOK  Hajicnatu
nepcoHanbHuUi kntod EM Ta/a6o naponib JOCTYMYy AO HbOrO, He
NPOMOHYE MepenTu 3a BKa3aHOK ENIEKTPOHHOK afpecoro Ta He
PO3MOBCHOAYKYE ETEKTPOHHOIO MOLLTOK KOMM'FOTEPHI MporpamMu.
BignoiganbHicTb 3a 36epeXXeHHs KOH®iAeHUINHOCTI
nepcoHanbHux KntodiB ElN noknagaetbca Ha KnieHTa, K Ha
€[MHOro BflacHMKa TaKuX KJItodiB.

Y pasi OTpMMaHHsi NUCTIB, NporpaM 4Yu 6yAb-SKUX MOBIJOMEHb
3acob6amMmn  efleKTPOHHOI MOWTK, WO BMMarawTb HagicnaHHs
nepcoHanbHux Kntovdie EM Ta/a6o BBeAEHHSI Naposo JoCTyny Ao
nepcoHasnbHoro knwoda EM a6o iHwWwux i, nos'asaHux i3
HecaHKLioHoBaHUM AocTynom fo Cuctemu, KnieHT 3060B'si3aHUi
HerawnHo nosigoMuTun BaHk BignosigHO Ao ymoB [Jorosopy.
PekoMeHayeTbcA BUAANATY NiJO3Pini NOBIAOMIEHHS, WO HainWn
3acobamMmn enekTpoHHOI nowTK, 6e3 ix BigkpuTTa. KopuctyBay
NMOBMHEH 3anobiraT BIAKPUTTIO €NeKTPOHHWUX JIUCTIB  Bif,
HEBIAOMMX BignpaBHUKIB 3 npuegHaHuMu dannamu, Lo MatoTb
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8. It is forbidden to install on the personal computer with
access to the System the software from unreliable sources
(public library of software programs, e-mail programs, etc.). It
is not recommended to use a personal computer with an
access to the System for access to unreliable (unknown)
Internet resources.

9. For the current operation in the System it is forbidden to use
a user account with rights of "Administrator”.

10. At connecting to  the Bank's website
(https://ibank.unexbank.ua) the user must ensure in proper
authentication Website of the Systems during SSL-session.
The user is prohibited to link the System via messages
received by e-mail, or uncontrolled and insecure working place
(Internet cafes, hotels, offices, other organizations, etc.).

11. In order to establish limit of the IP-address list and/or IP-
subnet from which the connection may be done to the System,
the Client may request the Bank by submitting a written
application on setting mentioned limit, signed by the
authorized person and sealed by the Client (if available).

12. If the personal computer with access to the System is
being set by another person it is necessary to secure control
over all actions of such a person on a personal computer.

13. For the purpose of taking possession of private Client’s
data (personal ES key and access password to it) for further
illegal use, violators carry out fishing or hacking attacks.

Main methods of seizure of key information:

- mail-out of fake emails and addresses of Internet-sites
concealed under bank ones with a request to provide
information about the private data of the Client/ its authorized
persons as if for a verification;

- Distribution through emails or internet-sites of software with
a malicious code (software virus) for the acquisition of private
Client’s data or its authorized persons;

- Unauthorized remote control over personal computer by a
distanced access.

At performing proposed actions or standard login program to
the System the program virus copies personal ES key and
access password to it, and passes this information to
attackers.

In order to prevent unauthorized access and seizure of key
information it is necessary to know that the Bank does not
send emails with the requirement to send a personal ES key
and/or access password to it, does not offer to go over to the
specified e-mail or otherwise distribute software programs.
Responsibility for maintaining the confidentiality of personal
ES keys shall be confer on the Client as the sole owner of the
keys.

In case of receiving of letters, programs or any
communications by means of electronic mail with a request to
deliver personal ES keys and/or access password to personal
ES keys or other actions related to unauthorized access to the
system, the Client is obliged immediately notify a Bank under
the terms of the Agreement.

It is recommended to delete suspected messages without
opening them. The user must prevent opening electronic
letters from unknown senders with attached files with name
suffix *.exe, *.pif, *.vbs and other files.

Kuient/Client
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posLWMpeHHsT *.exe, *.pif, *.vbs Ta iHwWIi dannu, Wo MoxyTb 6yTH

BUKOHaHi.

3 IHCTpyKLUieto 03HaNOMIIEHMI Ta 3rofleH HeCTu BiANOBIAaNbHICTb

3a Il HeHanexHe BUKOHaHHS:
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Read the instructions and agree to be responsible for its
improper performance:

_ __20_p. _ __20_
nianuc M.1.B. Signature Name
M. . Seal
CtopoHa 1. baHk Party 1. Bank
Ha3zea baHky: AT «lIOHEKC BAHK» Name: JSC "UNEX BANK"
Appeca peecTpalii: 03040, VYkpaiHa, M. Kwuis, Byn. Reg. address: 14 Vasylkivska Street, Kyiv 03040
BacunbkiBcbka, 14, Ukraine

Ten./ dakc: Phone / fax:

Kop 6aHkKy: 322539 Bank Code: 322539

Kop €QPMOY: 20023569 USREOU Code: 20023569

MixxHapoghuii  Homep UAS503000010000032003119701026

6aHKIiBCbKOro  paxyHKy IBAN: UA503000010000032003119701026

(IBAN):

BiaaineHHs 6aHKy: Branch:
Appeca BiaAiNeHHA Address of the

6aHKy: branch:

L . Phone /

Ten./dakc BigAineHHs: fax of the branch:

Mocapa: Title:

(nignwuc) (NiB) (signature) (Name)
M.T. Seal
CtopoHa 2. KnieHT Party 2. Client

Hassa: Name:

Appeca peecTpaliir: Registration address:

Ten./ ¢akc: Phone/fax:

Appeca ana nMCTyBaHHA: Post address:

Kog €APMNOY/ USREOU Code/

noAaTKOBUIA HOMep: tax number:

MixxHapogHuii  Homep

6aHKIBCbKOro  paxyHKy IBAN:

(IBAN):

Mocapa: Title:

(nignuc) (nB) (signature) (Name)

M.T1. Seal

Opyruin NPUMIpHKK Jorosopy oTpuMaHo Copy #2 is received:

(signature)
(nignuc) / /
/ / (Name)

(NiB)
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